Data Privacy & Confidentiality: A tip sheet 
Protecting respondent privacy
You can protect the privacy and confidentiality of survey respondents by:
1. Collecting data via anonymous digital surveys
Make sure anonymous collection is turned on for online platforms. Do not collect IP addresses. Store information entered into surveys in an encrypted database. 
2. Showing survey results in interactive visual reports
Create reports that combine responses from many people. Filters allow users to disaggregate results, but do not permit them to drill down to an individual response. 
3. Limiting the number of people that can access the raw data
Processing data, especially if the data includes demographic questions or text where names could be included, creates an opportunity for respondents to be identified. Restrict access to sensitive data to only those individuals who need it to do the analysis. 
4. Maintaining data integrity 
Don’t delete or modify survey responses. Protect data from being lost, stolen, or mixed up with other information by:
· Keeping hard-copy data (i.e., paper surveys, data printouts) in a locked cabinet, accessible only to the staff or external analysts who need to process these data
· Ensuring that electronic data is stored in a secure digital location, protected by a strong password, and accessible only to:
· Staff or external analysts who need to process the data 
· People who are responsible for maintaining IT systems 
5. Maintaining respondent confidentiality
Ensure that staff members and any external analysts are aware of their ethical obligation to keep survey responses confidential. Ask all persons with access to survey responses to confirm, in writing, their commitment to maintaining respondent confidentiality. This might mean introducing a code of conduct, or modifying an existing contract to note that survey data must remain confidential. When possible, remove or obscure personal identifiers in the data to maintain confidentiality.
6. Responding to data breaches
Have a clear plan in place for responding to data breaches. This should include notifying affected parties, assessing the extent of the breach, taking steps to contain it, and implementing measures to prevent future incidents.
7. Destroying responses once they’re no longer in use
Survey responses should not hang around forever.
· Transfer data from paper surveys to an online system shortly after the surveys are collected. Once you’ve verified that the upload was successful, destroy paper copies. Maintain a record showing the dates of data collection, upload to the system, and hard copy shredding/destruction. 
· Likewise, electronic data should be deleted after your analysis is complete. Maintain a record showing the dates of download and deletion.

